In historical terms, the smart card

is descended from coins and paper

money and the PC is descended

from paper and writing. Along

their respective routes of develop-

ment, technology has often been

perceived as a threat to the user.

However, the convergence of the

technologies in the form of e-pass

gives back to the user the owner-

ship and convenience needed to

conduct transactions. The user will

find more power, security, and ease

of use in e-pass than in any of its

competitors or predecessors
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A "smart card" is a plastic card the size of a credit card
containing a microprocessor capable of read/write/calculate
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functions. It may be thought of as a portable data base and
processor that an individual carries around in his/her pocket.
Single-application smart cards are common today, such as Financial 4%
those used for pay phones and toll road fees. This is particu-
larly true in Europe. Having established the single-application

smart card as a valuable tool in a wide variety of applications,
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the industry is now steadily migrating to a card capable of mul- Health 4%

tiple applications.
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It is generally accepted, however, that the widespread use of Financial 36% Health 12%

multi-application smart cards will be driven by the number and
quality of functions that can be placed on a card, the ease and
convenience of use, and the security and privacy afforded the
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cardholder. It is in this area of secure multifunction operation Pay TV 1%
that the e-pass smart card excels, permitting a wide range of
both governmental and commercial applications selectively —Road Toll 1%
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and confidently accessible by the cardholder. Loyalty Card 6% one Lar

E-PASS SECURITY

The e-pass card, which contains a wafer-thin computer with all the appropriate operating and application software from mul-
tiple vendors and agencies, merges the convenience of smart cards with the processing power of a small computer: its operat-
ing system and CPU controls the flow of information among the card's applications, RAM, and external readers.

While there are a number of multifunction smart cards on the market today, no other card offers the security, capability, con-
venience, and flexibility of e-pass.

Contributing to the security of e-pass cards, and among their most distinguishing characteristics,

. are one or more display windows. These windows provide for the selective display of information
e-pass - A giant step

forward in the use of
multifunctional card

from any of the data bases contained within the card, including digitized images (monochrome or
color) such as photographs, signatures, logos, and official seals.

technology

The card also contains features for the insertion of a Personal Identification Number and/or
Security Through Biometric (PIN/Bio) security code directly on the card without resorting to an external reader.
Technology: Access to the data held on the e-pass card is gained only by verification within e-pass of a sequence

With such valuable
contents, the security
offered by a smart card
is vital - and of prime
importance to e-pass

of PIN/Bio codes. The presence of a digitized photograph and signature of the cardholder assists in
third party recognition. In addition, e-pass permits the secure access to any of the information with-
in the card that the cardholder wishes to review for him/herself or display to others without the use
of an external reader. These features result in an expanded versatility compared with the ordinary
smart card: simultaneously increasing overall security and permitting a number of unique capabil-
ities not enjoyed by other smart cards.




USER CONTROL

e-pass places the control of the card in the hands of the user. With e-pass, only the cardholder decides what applications and
information will be placed in his/her card, how it will be stored, and, through PIN/Bio codes, who will have access to it. The
storing options available to the cardholder are to place the application with its accompanying data set in an OPEN or CLOSED
zone. In an OPEN zone, the information contained will be immediately available to anyone who turns the card "ON." Conversely,
the information stored in a CLOSED zone will be accessible only after the proper PIN/Bio code has been successfully input.

Moreover, the cardholder may review any of the applications and information contained in his/her card for accuracy and completeness
without the need of a card reader: The e-pass card itself is capable of displaying all the information contained within its memory.

Access to the various data bases contained within the

card is controlled by a Menu display that appears when

the card is turned "ON." Instantly accessible without

further manipulation are those items that the cardhold-

er has placed in the "OPEN" zone. The display will not TRANSPARENT
display any additional items, if any, until the PIN/Bio e-pass CARD MODEL
had been inserted. OPEN items might include emer-

gency medical information (blood type, allergies, chron-

ic illnesses, etc.) that may better serve the cardholder

when kept in an OPEN zone and immediately available

to medical teams in the event of an emergency.

CLOSED zones are accessible only after the cardholder inserts the proper PIN or biometric code and reserved for those items
that are of such a private nature that making them available to unauthorized individuals would compromise the cardholder's
financial or personal security.

Driver's license, bank cards, Social Security, Medicaid, etc. are examples of applications and data sets that would ordinarily be
included in the CLOSED zone, permitting access only after the proper PIN/Bio code has been inserted. Both OPEN and
CLOSED applications may include imaged information, such as a color picture of the cardholder, his/her signature, and tex-
tual information.

SECURITY / PRIVACY

Security and Privacy are built into the e-pass card --- both to prevent fraudulent use and to avoid revealing personal information to those who

have no right to it.

= The presence of a display screen and the ability to insert access codes directly on the card without resorting to an external reader permits the
cardholder to track recent transactions, review the contents of the card, and correct any errors.

= Insertion of the PIN/Bio directly on the card also reduces the possibility of code interception by unauthorized individuals.

= All CLOSED applications and data sets are electronically isolated from all other applications and data sets. Authorized access to one data set
does not permit the viewer to access any other data set.

= The display is capable of displaying a digitized photograph and signature of the cardholder that are not visible until the proper PIN/Bio acti-
vates the card. Losing the card does not automatically give the finder access to the cardholder's photo and signature, as is true with most

other forms of identification.







